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**** START OF CHANGES ****
Introduction

The present document aims to study the security procedures necessary to support NSWO in 5GS maintaining security and privacy of users and 5GS network nodes.
In LTE, 3GPP allows Non-seamless WLAN Offload (NSWO), i.e. allow a UE to connect to a WLAN access network using SIM based access authentication via the mobile network core (as specified in TS 23.402 [7] and in TS 33.402[4]) and to offload selected traffic to the WLAN. This is a deployed feature in LTE networks and enables LTE UEs to connect e.g. to a Wi-Fi venue like a hotel or stadium using SIM based access authentication. This allows the use of mobile network subscription and roaming agreements for WLAN access and for offloading selected traffic to the WLAN where the selection of the traffic to offload is based on policies and where the offloaded traffic is not using 3GPP defined entities. The same feature support is missing so far in 5GS. This document tries to address this gap.
**** NEXT CHANGES ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[3]
3GPP TS 23.003: "Technical Specification Group Core Network and Terminals; Numbering, addressing and identification".

[4]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses".

[5]
IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".

[6]
IEEE Std 802.11-2016 (Revision of IEEE Std 802.11-2012) - IEEE Standard for Information technology—Telecommunications and information exchange between systems Local and metropolitan area networks—Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications.
[7]
3GPP TS 23.402: "Authentication enhancements for non-3GPP accesses".
[8]
3GPP TS 33.102: "3G security; Security architecture".

**** NEXT CHANGES ****
5.1
Key Issue #1: Support of EAP-AKA' authentication for NSWO

5.1.1
Key issue details

For 5G access authentication, two authentication methods EAP-AKA' and 5G AKA are supported over both 3GPP access and non-3GPP access. Currently the procedure in TS 33.402[4] which are used for (LTE) Non-Seamless WLAN Offload (NSWO) over trusted non-3GPP access in 23.402[7] foresees that the UE may send its IMSI in clear text, i.e. unencrypted, over that air interface and to the AAA server in the core network. To support NSWO for users with credentials defined in a 5GC, the NSWO authentication procedure needs to make use of credentials provided by the 5GC (i.e. by the UDM/ARPF in the 5GC). The new NSWO authentication procedures should also support the same or similar level of security and privacy as in 5GS, i.e. to never expose the IMSI/SUPI in the clear. Since the UEs may be provisioned by the operators to use EAP-AKA', this may be the easiest authentication method to be adopted for 5G NSWO.

Currently installed WLAN APs support only EAP authentication framework over Radius or Diameter interface to an operator owned AAA. Since the 5GC is able to support a unified authentication method, including EAP-AKA' the same could be extended to support NSWO using the same credentials.

Reusing the same EAP-AKA' infrastructure for the NSWO authentication can provide 5G equivalent authentication security to enterprise users as well.

5.1.2
Security threats
UEs need to be authenticated when they are connected to WLAN APs for availing NSWO, otherwise the NSWO could be misused by fraudulent UEs. Fraudulent UEs accessing enterprise WLAN without authentication can consume the WLAN resources and prevent the NSWO for legitimate UEs. This can cause DDoS scenarios for NSWO UEs. 

If subscriber identity privacy is not available during authentication procedure, then tracking of the subscriber with "IMSI catchers" can lead to trackability and likability attacks.

5.1.3
Potential security requirements

The 5GS shall support EAP-AKA' authentication method using 5GC credentials for NSWO.
**** NEXT CHANGES ****
6.1.2.2
NSWO authentication procedure
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Figure 6.1.2.2-1: NSWO Authentication procedure

0)
If the HPLMN supports 5G NWSO and wants the UE to use it for NSWO, then the HPLMN configures the UE to always use 5G NSWO. This configuration can be either on the USIM or ME, with configuration on the USIM taking precedence over the ME.

1.
A connection is established between the UE and the WLAN AP, using a specific procedure based on IEEE 802.11[6]. 
2.
The WLAN AP sends an EAP Identity Request to the UE.

3.
The UE always send the SUCI in NAI format (i.e., username@realm format) irrespective of whether SUPI Type configured on the USIM is IMSI or NAI. 

NOTE 1:
Need for username@realm format for SUCI in NAI format in clause 28.7.3 of TS 23.003[3], is not addressed in the present document.

4)
The WLAN AP sends a SWa protocol message (could be over RADIUS or Diameter interface) with EAP identity response, NAI containing the SUCI to new entity NSWO network function (NSWO NF).

NOTE 2:
NSWO NF acts as SBI/AAA proxy between the AUSF and the WLAN Access Point.

5.
The NSWO NF sends the message Nausf_UEAuthentication_Authenticate Request with SUCI, Serving network name and NSWO indicator towards the AUSF. NSWO_indicator conveys the information to the AUSF that this authentication procedure is triggered for Non-seamless WLAN offload purposes.

NOTE 3:
Serving Network Name used between UE and HN could be pre-agreed default SN Name (for example 5G:NSWO) or pre-configured WLAN ID for NSWO purpose only.

6.
The AUSF (EAP authentication server) sends a Nudm_UEAuthentication_Get Request to the UDM including SUCI and NSWO indicator.

NOTE 4
Whether existing service operations used for primary authentication (Nausf_UEAuthentication_Authenticate and Nudm_UEAuthentication_Get) can be reused for NSWO or new service operations for NSWO execution independent from primary authentication service operations (e.g. Nausf_UEAuthentication_NSWOAuthenticate and Nudm_UEAuthentication_GetNSWO) are to be defined, will be decided in the normative phase.

7.
Upon reception of the Nudm_UEAuthentication_Get Request, the UDM invokes SIDF if a SUCI is received. SIDF de-conceal SUCI to gain SUPI before UDM can process the request. UDM generates the EAP-AKA' authentication vector (RAND, AUTN, XRES, CK´ and IK´) based on SN name or NSWO indication and passes it along with SUPI to AUSF in a Nudm_UEAuthentication_Get Response message.

8.
The AUSF stores XRES for future verification. The AUSF sends the EAP-Request/AKA'-Challenge message to the NSWO NF in a Nausf_UEAuthentication_Authenticate Response message.

9.
The NSWO NF sends SWa protocol message with EAP-Request/AKA'-Challenge message to the WLAN AP.

10.
The WLAN AP forwards the same EAP-Request/AKA'-Challenge message to the UE.

11.
At receipt of the RAND and AUTN, the ME construct the SN name, and the USIM in the UE verifies the freshness of the AV' by checking whether AUTN can be accepted as described in TS 33.102[8]. If so, the USIM computes a response RES. The USIM returns RES, CK, IK to the ME. The ME derives CK' and IK' according to TS 33.501 [2] Annex A.3. If the verification of the AUTN fails on the USIM, then the USIM and ME proceed as described in TS 33.501 [2] clause 6.1.3.3. The UE derives the MSK and EMSK as described in RFC 5448 [5]. The UE may use MSK as the pre-shared key for 4-way handshake when it is using NSWO. When the UE is using NSWO, the KAUSF is not needed to be generated by the UE.

12.
The UE sends the EAP-Response/AKA'-Challenge message to the WLAN AP.

13.
The WLAN AP forwards the EAP-Response/AKA'-Challenge message in SWa protocol message to NSWO NF.

14.
The NSWO NF sends the Nausf_UEAuthentication_Authenticate Request with EAP-Response/AKA'-Challenge message to AUSF.

15.
The AUSF verifies if the received response RES matches the stored and expected response XRES. If the AUSF has successfully verified, it will continue as follows to step 16, otherwise it will return an error to the NSWO NF. The AUSF does not trigger linking increased home control to subsequent procedures.

16.
The AUSF derives the required MSK key from CK' and IK' as per Annex F of TS 33.501[2] and EMSK as described in RFC 5448[5]. The AUSF sends Nausf_UEAuthentication_Authenticate Response message with EAP-success, MSK key to NSWO NF.

NOTE 5:
AUSF could also optionally provide SUPI to NSWO NF. 

17.
When the AUSF performs the NSWO authentication, the KAUSF is not needed to be generated by the AUSF.

18.
The NSWO NF sends a SWa protocol message with EAP-success and MSK to WLAN. EAP-success message is forwarded from WLAN AP to the UE. The key MSK is passed on by the NSWO NF to WLAN AP.


Further WLAN keys may be generated in UE and WLAN AP independently. When a 4-way handshake is executed (see IEEE 802.11[6]) which establishes a security context between the WLAN AP and the UE.
**** END OF CHANGES ****
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